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Abstract—Semantic communication (SemCom) has emerged as
a promising architecture in the realm of intelligent communication
paradigms. SemCom involves extracting and compressing the core informa-
tion at the transmitter while enabling the receiver to interpret it based on es-
tablished knowledge bases (KBs). This approach enhances communication
efficiency greatly. However, the open nature of wireless transmission and
the presence of homogeneous KBs among subscribers of identical data
type pose a risk of privacy leakage in SemCom. To address this challenge,
we propose to leverage the simultaneous transmitting and reflecting
reconfigurable intelligent surface (STAR-RIS) to achieve privacy protection
in a SemCom system. In this system, the STAR-RIS is utilized to enhance the
signal transmission of the SemCom between a base station and a destination
user, as well as to convert the signal to interference specifically for the eaves-
dropper (Eve). Simulation results demonstrate that our generated task-level
disturbance outperforms other benchmarks in protecting SemCom privacy,
as evidenced by the significantly lower task success rate achieved by Eve.

Index Terms—Semantic communication, task-oriented communication,
privacy protection, STAR-RIS.

I. INTRODUCTION

Recently, the industry and academia have witnessed the advances
in artificial intelligence (AI), driving the shift from conventional com-
munication to semantic communication (SemCom). SemCom, through
the use of knowledge bases (KBs), enables the transmission of only
vital semantic information relevant to the communication task [1]. The
KBs contain relevant semantic knowledge of data and tasks, forming
the foundation for establishing SemCom encoders and decoders [2].
However, in practice, users with the same data often share identical
KBs, posing privacy risks in SemCom as unintended recipients might
decode messages meant for others, especially in open wireless contexts.
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In conventional communication, there have been some privacy pro-
tection technologies [3], [4], aiming to reduce the signal-to-noise ratio
(SNR) at the eavesdropper (i.e. Eve). However, it has been demonstrated
that SemCom can still achieve satisfactory performance even under
unfavorable channel conditions [5], [6]. As a result, reducing the SNR
at Eve is less effective in SemCom compared to conventional commu-
nication. In AI-based communication, evasion attacks can be launched
to fool a user’s model into making wrong decisions by manipulating its
received data [7], which have been applied to wireless communication
in terms of fooling the classifiers used for modulation recognition, chan-
nel estimation and many other areas [8], [9], [10]. However, evasion
attacks cannot be directly generated to interfere with Eve and achieve
privacy-preserving goal, considering that the destination user (i.e. Bob)
may also suffer from those attacks due to the open characteristic of wire-
less channels. To regulate the efficiency-privacy trade-off between Bob
and Eve, the authors in [11] trained a joint-source-and-channel (JSC)
autoencoder to prevent Eve from cracking the semantic information.
However, when the channel condition is comparably worse at Bob, the
privacy protection performance will degrade.

To fill this gap, the simultaneous transmitting and reflecting re-
configurable intelligent surface (STAR-RIS) can be utilized to fur-
ther enhance the privacy of the SemCom. STAR-RIS can divide the
incident wireless signal into transmitted and reflected signal passing
into both sides of the space surrounding the surface, thus facilitating
a full-space manipulation of signal propagation [12]. There are three
practical protocols for operating STAR-RIS in wireless communication
systems, namely energy splitting (ES), mode switching (MS), and
time switching (TS). In this work, the MS mode is selected since
it is easier to implement and more spectrally efficient compared to
ES and TS, respectively [13]. In MS protocol, partial elements are
configured to fully-transmitting mode, while others are designed for
fully-reflecting mode. We consider a scenario where Bob and Eve locate
in the transmission and reflection region of the STAR-RIS, respectively.
By carefully designing the transmission-coefficient vector (TCV) of the
STAR-RIS, the signal can be effectively transmitted by the STAR-RIS
to Bob. At the same time, the same incident signal can be adjusted
by the STAR-RIS’s reflection-coefficient vector (RCV) and reflected to
form interference at Eve to degrade its task performance. By leveraging
the STAR-RIS, the desired semantic signal and interference can be
completely separated.

In this paper, we propose to use the STAR-RIS to realize privacy
protection in SemCom-enabled services like online virtual reality meet-
ings. We consider a scenario where a high-tech company, referred to
Bob, operates in a room equipped with a STAR-RIS. The transmitted
data, such as vehicle driving images and video views, is used for tasks
like classification and recommendation. We aim to protect the SemCom
system against a potential Eve, like competitive companies or other
users in the network, by employing STAR-RIS for privacy protection.
The main contributions are summarized as follows:
� We aim to achieve two objectives in this STAR-RIS-assisted

SemCom system. One is to enhance the signal transmission
of SemCom between the base station (BS) and Bob by jointly
optimizing the TCV of STAR-RIS and the beamforming vector
of the BS, while the other is to suppress the privacy leakage to
Eve by designing STAR-RIS’s RCV.

� We propose two methods for designing the RCV of STAR-RIS,
by which the STAR-RIS’s received signal is converted and re-
flected to form task-level and SNR-level interference at Eve. By
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Fig. 1. STAR-RIS-assisted privacy protection in SemCom system.

leveraging STAR-RIS, the interference for Eve and the desired
signal for Bob is separated, causing no disturbance to the SemCom
between the BS and Bob.

� We evaluate the proposed methods through simulations. The
results indicate that Eve exhibits a lower task success rate under
task-level interference compared to SNR-level disturbance. Be-
sides, our proposed schemes exhibit superiority over the existing
methods, particularly when the channel condition of Eve is better
than that of Bob. Furthermore, our approach for disturbing Eve is
training-free, leading to reduced complexity and time delay.

Notations: x, x, xH and X and denote a scalar, a column vector, the
conjugate transpose of the vector x, and a matrix, respectively. |x| and
‖x‖2 denote the absolution value of a scalar x and Euclidean norm of
a column vector x. Diag(x) is a diagonal matrix with the entries x on
its main diagonal.

The rest of this paper is organized as follows. Our system model
is described in Section II. The proposed SemCom empowering and
privacy protection mechanisms are introduced in Section III. After
providing our simulation results in Section IV, we finally conclude
in Section V.

II. SYSTEM MODEL

The considered eavesdropping scenario is shown in Fig. 1. A STAR-
RIS is deployed at the windows of the high-rise building to enhance the
privacy of SemCom, which can be configured by the BS and Bob. Bob
is in one room of the building, who locates in the transmission-region
of the STAR-RIS. Eve locates outside the building and is much closer
to the BS, who belongs to the reflection-region of the STAR-RIS.

A. Semantic Encoding and Decoding Models

In this paper, a task-oriented SemCom scenario is considered, where
the encoder at the BS and the decoder at Bob are jointly trained in
advance to achieve high classification performance. Eve independently
trains its own decoder to align with the fixed encoder at the BS, aiming
to maximize its task success rate. Hence, while Bob and Eve share the
same encoder located at the BS, they each utilize their uniquely trained
decoders. All communication participants are assumed to already exist,
and hence the BS has stored all users’ KBs. Privacy leakage occurs when
the BS transmits a message intended for Bob but Eve eavesdrops it, as
shown in Fig. 2.

We denote the image requested by Bob as x ∈ Rc×h×w. Different
from the conventional separate source coding (e.g., JPEG, BPG) and
channel coding (e.g., LDPC, Polar code) design, the original image un-
dergoes feature extraction and compression through the JSC encoding
at the transmitter, which is a non-linear mapping from the semantic
information embedded in x into the k-dim complex-valued vector

Fig. 2. Illustration of SemCom process and a possible privacy leakage.

s ∈ CK . This process can be expressed by

s = f (x;θB) , (1)

where θB represents the trainable parameters in JSC encoder at the
BS. Then, the signal goes through the attenuation of wireless channels,
which will be discussed in Section II-B.

We denote the received complex-value signal at Bob and Eve as rL
and rE, respectively. After reshaping, we can obtain two real-value
vectors which can be denoted as vL ∈ R2 K and vE ∈ R2 K . The
reshaping process can be represented as

vi = gF (ri) , (2)

where i ∈ {L,E} is set to differentiate Bob and Eve.
At Bob, the reshaped vector vL is fed into the JSC decoder for joint

channel and source decoding. The final output at Bob is a classification
result yL, which stands for the predicted class. At the same time, Eve can
execute similar decoding process and obtain yE. The decoding process
at Bob and Eve can be expressed by

yi = g (vi;θi) , (3)

where i ∈ {L,E}, and θi denotes the trainable parameters in JSC
decoder at Bob or Eve.

B. STAR-RIS-Assisted Communication Model

In our settings, the STAR-RIS works in MS protocol, where all
elements are divided into Nt elements for transmitting-only and Nr =
N −Nt elements for reflecting-only. Accordingly, the STAR-RIS’s
TCV and RCV can be expressed by

qt =
(
ejφ

t
1 , . . ., e

jφt
Nt

)H

, (4)

and

qr =
(
ejφ

r
1 , . . ., e

jφr
Nr

)H

, (5)

respectively, and φt
nt
, φr

nr
∈ [0, 2π), ∀nt ∈ {1, . . ., Nt}, ∀nr ∈

{1, . . ., Nr}. The STAR-RIS’s transmission- and reflection-coefficient
matrix are Θt = Diag(qH

t ) and Θr = Diag(qH
r ).

We assume the BS is equipped with M antennas, while Bob and Eve
are equipped with a single antenna each. We denote HBT ∈ CNt×M ,
HBR ∈ CNr×M and hH

BE ∈ C1×M as the channel from the BS to the
STAR-RIS’s transmitting elements, the channel from the BS to the
STAR-RIS’s reflecting elements and the channel from the BS to Eve,
respectively. The channel from the STAR-RIS’s transmitting elements
to Bob and the channel from the STAR-RIS’s reflecting elements to
Eve are denoted as hH

IL ∈ C1×Nt and hH
IE ∈ C1×Nr , respectively.1

1We assume the STAR-RIS is used for the entire window, thus the direct link
between the BS and Bob is not consided in this paper.
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The transmitted signal at the BS can be expressed by

s̃ = wps, (6)

where symbols ∈ C represents the basic unit of data transmission in our
system, characterized as a continuous complex value with normalized
power. The beamforming vector at the BS is denoted as wp with the
constraint that ‖wp‖2

2 ≤ PBS.
Bob’s received signal can be represented as

rL = hH
ILΘtHBTs̃+ zL, (7)

where zL ∼ CN(0, σ2
L) is the additive white Gaussian noise (AWGN)

with zero mean and variance of σ2
L.

Similarly, the received signal at Eve can be expressed by

rE = hH
BEs̃+ hH

IEΘrHBRs̃+ zE, (8)

where zE ∼ CN(0, σ2
E) is the AWGN with variance of σ2

E.

III. PROPOSED METHOD

In the proposed STAR-RIS-assisted privacy-preserved SemCom sys-
tem, the STAR-RIS plays a two-fold role. One is to enhance the signal
transmission of SemCom between the BS and Bob, by jointly optimiz-
ing the STAR-RIS’s TCV and the BS’s beamforming vector. The other
is to prevent privacy leakage to Eve, which is achieved by designing
the STAR-RIS’s RCV to form interference at Eve. The realization
mechanisms of these two objectives are described in Section III-A and
III-B, respectively.

A. SemCom Empowering Mechanism

To enhance the signal transmission of SemCom between the BS
and Bob, we aim to maximize the received SNR at Bob, which can be
expressed as

P1 : max
wp,Θt

∣∣hH
ILΘtHBTwp

∣∣2

σ2
L

(9a)

s.t. φt
nt

∈ [0, 2π) , (9b)

‖wp‖2
2 ≤ PBS. (9c)

As demonstrated in [14], when Θt is fixed, we can directly obtain
the optimal beamforming vector as

wp =
√

PBS

(
hH
ILΘtHBT

)H
‖hH

ILΘtHBT‖ . (10)

When wp is fixed, we can first let a = Diag(hH
IL)HBTwp and

receive its phases as arg(a). Next, we can obtain the STAR-RIS’s
optimal TCV as

qt = ej·arg(a). (11)

By alternately updating wp and qt by (10) and (11) respectively,
until convergence or reaching a maximum number of iterations, we can
obtain high-quality solutions w∗

p and q∗
t.

B. Privacy Protection Mechanism

By designing the RCV, the received signal at the STAR-RIS can
be adjusted and reflected to form interference at Eve. In this section,
we propose two RCV designs, which target to generate task-level and
SNR-level disturbance, respectively.

1) RCV Design for Generating Task-Level Interference: To
degrade Eve’s task performance, we generate adversarial signals which
are characterized as subtly crafted imperceptible perturbations rA ∈
CK to Eve. The fusion of rA and rE can effectively prevent Eve’s de-
coder from inferring task-related information embedded in rE and thus
fool Eve to obtain a different task result (i.e. g(gF(rE + rA);θE) �=
g(gF(rE);θE)). In our system, rA denotes the transformed transmitted
signal, resulting from the joint effect of wireless channels and STAR-
RIS’s RCV.

In adversarial learning, fast gradient sign method (FGSM) is used to
generate adversarial examples for enhancing neural networks robust-
ness, which is a onestep gradient-based method developed on finding the
scaled sign of the gradient of the cost function and aims at minimizing
the strength of the perturbation [15]. However, Bob’s task performance
can be affected if the adversarial examples are added to the request
images directly [16]. Therefore, we only use FGSM to determine the
adversarial signal’s phases.

Based on the shared KBs, the FGSM-generated perturbation η ∈
R2 K can be obtained by linearizing Eve’s cost function J(θE,vE, yE)
around the current value of vE:

η = sign(∇vE
J (θE,vE, yE)). (12)

By inversely reshapingη toγ viaγ = g−1
F (η), we can obtain the cor-

responding target phases for the complex-value adversarial signal rA.
It has been shown that the reconfiguration time for the reconfigurable

intelligent surface to change the response matrix is around 33 ns [17],
which is capable of achieving real-time tuning [18]. By dynamically
adjusting the phase shifts over time, the reflection elements on the
STAR-RIS can be utilized to steer the phases of the complex-valued
desired signal s̃, transmitted from the BS towards the desired direction.

The phase-shift design for each reflection element nr of STAR-RIS
for each transmitted symbol s can be expressed by

φr
nr

= arg (γ)− arg
((

Diag
(
hH
IB

)
HBRwp

)
nr

)
− arg(s), (13)

where (·)nr denotes the nr-th element of a vector. By substituting (13)
into (5), we can obtain the RCV as q∗

r.
Thus, the interference signal at Eve can be written as

rA = (q∗
r)

HDiag
(
hH
IB

)
HBRwps. (14)

In this way, the interference is formed at Eve. Meanwhile, it causes
no disturbance to the transmitted signal to Bob.

2) RCV Design for Generating SNR-Level Interference: For
each received symbol at Eve, the SNR-level interference is generated
to degrade its SNR, which can be formulated as:

P2 : min
qr

∣∣hH
BEwp + qH

r Diag
(
hH
IB

)
HBRwp

∣∣2

σ2
E

(15a)

s.t. φr
nr

∈ [0, 2π) . (15b)

To solve problem P2, we can minimize the numerator by letting
arg(qH

r Diag(hH
IB)HBRwp) = − arg(hH

BEwp) to obtain q∗
r. If the

power of |qH
r Diag(hH

IB)HBRwp|2 exceeds |hH
BEwp|2, some STAR-

RIS’s reflection elements can be tuned off to ensure the received signal’s
power at Eve is the lowest.
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IV. SIMULATION RESULTS

In this section, we conduct a series of experiments to evaluate the
performance of the proposed schemes with other benchmark methods.

Dataset: We use MNIST [19] for training and testing. It contains
60,000 training images and 10,000 testing images. The image’s di-
mension is 28× 28× 1. The whole image dataset is composed of 10
classes.

Channel Settings: We assume that the locations of the BS, STAR-
RIS, Eve and Bob are (0 m, 0 m), (Lm, 5 m), (40 m, 0 m) and (100 m,
10 m), where L is equal to 40 by default. We set σ2

L = σ2
E = −90 dBm

[20]. The large-scale fading is modelled by PL(d) = PL0(d/d0)
� ,

where PL0 = 30 dB is the path loss at the reference distance d0 = 1m,
d is the distance, and� is the path-loss exponent which is set to 2.5 [21].
For small-scale fading, the Rayleigh fading model is assumed for all
channels [21]. Because of difference in distance and “multiplicative
fading” effect [22], it can be verified that Eve’s channel condition is
better than Bob in our settings.

Training Settings: We first train the JSC encoding and decoding
networks for SemCom between the BS and Bob, with the BS’s beam-
forming vector and STAR-RIS’s TCV designed as Section III-A. To
demonstrate the effectiveness of the proposed methods, a worst-case
privacy-leakage scenario is considered, where the downstream task
is the same classification problem at both receivers and the decoder
at Eve is trained to achieve high privacy eavesdropping performance
before the interference is generated. It should be noted that for fair
comparison, the parameters of Bob’s or Eve’s decoders are the same for
all methods and the task success rate at Bob are trained to be equal. The
cross entropy is used as our loss function. We fine-tune the encoder’s
and decoders’ networks based on pre-trained LeNet [19]. The Adam
optimizer is adoped with a learning rate of 0.01. The experiments are
implemented on a NVIDIA GTX 1080 Ti GPU.

Benchmark Methods: We compare the proposed task-level protection
(TLP) method and SNR-level protection (SNRLP) method with the
following benchmarks:
� Task-level protection with random reflection phases (TLP-

random): STAR-RIS is still deployed and its TCV is optimized
using our proposed method while its reflection phase shifts are
randomly selected in [0, 2π).

� JSC SemCom without protection (Without Protection): STAR-
RIS is still deployed in the system to assist the semantic com-
munication while no privacy protection methods are adopted to
prevent information leakage.

� Secure JSC autoencoder design with training (SET) [11]: The
SemCom is protected by training an autoencoder at the BS.
The criterion of privacy leakage is modified in order to suit our
classification task. Specifically, the whole loss function balances
both efficiency and privacy. The loss for protecting privacy can
be expressed by:

l′E(k) =

{
−lE(k), if softmax

(
yp
E,k (target)

)
> ε,

0, otherwise,
(16)

where k denotes the k-th sample in a batch,yp
E,k(target) denotes

the target index of the predict vector of Eve’s decoder network, ε
is a predefined indicator of privacy eavesdropping. Then, the loss
function with privacy-aware for training the encoder at the BS is
given by

ltotal =
1
B

B∑
k=1

[lL(k)− λ · l′E(k)], (17)

where lL(k) is sample k’s loss function at Eve, B is the number
of samples in a batch, λ is the weighting factor.

Fig. 3. Task success rate versus Nr or Nt.

Fig. 4. Task success rate versus location of STAR-RIS L.

We first present the comparison of TLP, SNRLP and TLP-random
in Table I, where the attack and fusion signals at Eve are transformed
to the same type as the original MNIST images. The compressed rate
equals 1 for better visualization. The results show that our proposed
TLP generates the strongest interference to Eve, and the privacy of
SemCom between the BS and Bob is significantly enhanced. From
the attack designs, it can be observed that the attack performed by the
TLP-random manifests as random noise, which achieves the weakest
disturbance to Eve. Furthermore, the results imply that minimizing the
SNR at Eve is not the optimal solution to protect privacy in task-oriented
SemCom. In contrast, our proposed TLP strategically designs the attack.
Aligning with the objective of increasing the loss function at Eve, the
perturbed input causes Eve’s model to output an incorrect answer with
high confidence. Besides, with the increase in STAR-RIS’s reflection
element numberNr, the strength of the attack becomes stronger, leading
to more severe degradation in Eve’s task success rate.

Eve’s and Bob’s task success rates versus STAR-RIS’s reflection
element numberNr and transmission element numberNt are presented
in Fig. 3. The performance of the systems without STAR-RIS, namely
“SET” and “Without Protection”, remains unaffected by the variation
in Nr. The SET fails to take effect in our system, which is because
that the SET requires Eve’s channel condition to be worse than Bob’s.
However, due to the ease of eavesdropping on data, in practice, Eve
tends to choose locations with better channel conditions. In our settings,
the TLP-random exhibits slightly better performance compared to the
system without protection, where the success rate at Eve is still above
90% in our settings. Eve’s performance in our proposed TLP and
SNRLP is noticeably degraded with the increase of Nr, which is due
to the fact that a larger number of reflection elements can contribute
to more attack energy concentrated at Eve. Specifically, our proposed
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TABLE I
VISUALIZATION COMPARISON OF TLP, SNRLP AND TLP-RANDOM

Fig. 5. Task success rate versus compressed rate.

TLP outperforms SNRLP, highlighting the advantages of generating
task-oriented interference for privacy protection over solely reducing
the SNR at Eve in SemCom. Meanwhile, the increase inNt boosts Bob’s
task performance, showcasing the STAR-RIS’s dual functionality in en-
hancing SemCom between the BS and Bob as well as improving privacy.

To underscore the efficacy of our proposed schemes in relation to
the varying positions of STAR-RIS, we present an analysis of Bob
and Eve’s task performance in relation to the STAR-RIS’s location
L in Fig. 4. Our findings reveal that situating the STAR-RIS nearer
to the BS results in a slight improvement in Bob’s task performance.
Additionally, while our protection schemes show superior performance
compared to other benchmarks, it is noteworthy that the performance of
Eve exhibits symmetry around the center of the BS and Eve’s position.
Importantly, the success rate of Eve is lower when the STAR-RIS is
positioned closer to either the BS or Eve. This is because in the range
of L ∈ [0, 40], the path loss of cascaded BS-(STAR-RIS)-Eve channel
reaches the maximum at L = 20 and decreases symmetrically from the
center. Drawing from these observations, it is advisable to position the
STAR-RIS closer to the BS in practical applications.

We also explore the influence of the compressed rate on both Bob’s
and Eve’s task performance, as shown in Fig. 5. These results further
emphasize the superiority of our proposed method in achieving privacy
protection in SemCom. As depicted in Fig. 5, all methods exhibit
stronger interference to Eve as the compressed rate decreases. This ob-
servation suggests that when the transmitted information is highly com-
pressed, it becomes more susceptible to attacks. It is also important to
note that the task success rate at Bob also decreases with the compressed
rate. This is because the compression process eliminates less important
content for the task, thereby reducing the redundancy and weakening
the error correction capacity of the transmitted information itself.

V. CONCLUSION

In this paper, we have presented a STAR-RIS-assisted privacy pro-
tection system to achieve two main objectives. First, we have enhanced
the SemCom between the BS and Bob by jointly optimizing the TCV of
the STAR-RIS and the beamforming vector of the BS. Second, we have
addressed the privacy leakage by designing the RCV of the STAR-RIS
to create task-level and SNR-level interference for Eve, respectively.
By converting the desired signal into interference for Eve, we have
degraded its task performance while causing no disturbance to the
SemCom between the BS and Bob. The results of our simulations
have highlighted the advantages of generating task-related interference
over SNR-level disturbance in protecting the privacy of SemCom.
Furthermore, we have demonstrate the proposed scheme’s superiority
over existing methods, especially when Eve’s channel condition is
better than that of Bob. Our study’s main limitation lies in the reliance
on specific channel expressions. Moreover, advanced defense systems
might detect and counter our method. Nonetheless, our work serves as
a foundational stepping stone for future research.
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